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An evaluation of the success of the evidence-based ConRed program, which addresses cyberbullying and other emerging problems linked with the use of the
internet and seeks to promote a positive use of this new environment. The main aims of the ConRed program are a) to improve perceived control over in-
formation on the internet, b) to reduce the time dedicated to digital device usage, and c) to prevent and reduce cyberbullying. The impact of the program was
evaluated with a quasi-experimental design with a sample of 893 students (595 experimental and 298 control). The results of the mixed repeated measures
ANOVAs demonstrate that ConRed contributes to reducing cyberbullying and cyber-dependence, to adjusting the perception of information control, and to in-

creasing the perception of safety at school.

Research into bullying and action programs aimed at pre-
venting bullying or alleviating its effects have a history
stretching back over more than three decades (Rigby and
Smith 2011). In recent years traditional forms of bullying —
physical, verbal, and relational aggression — have been
joined by cyberbullying, a new phenomenon which reflects
the increasingly widespread use of digital devices in peer
interaction among adolescents and young adults (Baldry
and Farrington 2007; Ttofi and Farrington 2011). The use
of information and communications technologies, hence-
forth referred to as ICTs, can be said to be altering many
aspects of young people’s social lives, with traditional bul-
lying now being replaced by more specific forms of abuse,
intimidation, and harassment perpetrated via the digital
devices they use to contact and communicate with each
other (Mitchell, Finkelhor, and Wolak 2004). Action pro-
grams therefore need to include scientifically proven strat-
egies focusing not only on bullying but also on
cyber-behavior, the prevention of cyber-aggression and
support for victims of cyberbullying.

This work was produced as part of the project Cy-
berbullying in Adolescence: Investigation and Inter-
vention in Six European Countries (DAPHNE III,

JLS/2008/CFP/DAP/2008-1) and the VIEJUCO pro-
ject (School and Juvenile Violence: Risks of Violent
Dating, Sexual Aggression, and Cyberbullying; I+D

1. Cyberbullying

Many researchers consider cyberbullying as merely an ex-
tension of traditional bullying and therefore define it as a
series of intentional, repeated acts of aggression based on
the establishment of some kind of power imbalance and
carried out using technological devices (Slonje and Smith
2008; Tokunaga 2010). The use of such devices partially
alters the nature of the contact between victims and aggres-
sors and introduces specific new factors and risks, such as
the anonymity of the aggressor, the greater social dis-
semination of the abuse being perpetrated, and the prac-
tical difficulties involved in halting the aggression and, by
extension, shortening the victims’ suffering (Patchin and
Hinduja 2006). Some authors believe that these factors ag-
gravate cyberbullying’s effect on its victims (Dooley,
Pyzalski, and Cross 2009), while others argue that cyber-
bullying, which is less common than traditional bullying in
schools (Olweus 2012), offers victims opportunities to re-
spond and defend themselves that are not available in face-
to-face bullying scenarios (Law et al. 2012).

Ps-2010-17246—National R&D Plan, Spain). The
authors would like to thank these agencies for their
funding.
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Scientific literature on bullying risk factors has established
two basic categories: factors based on the personal char-
acteristics of the people involved (basically aggressors and
victims, although bystanders also play a significant role)
and factors based on certain elements in the social context
in which the bullying takes place. These contextual el-
ements include empathy (or its absence among aggressors),
social incompetence in victims, and school climate (Mera-
viglia et al. 2003; Nickerson, Mele, and Princiotta 2008;
Sherer and Nickerson 2010). School climate, which essen-
tially encompasses interpersonal affection and relation-
ships and commonly accepted rules for social interaction
(both implicit and explicit), is the setting in which bullies
and victims play out their roles. Because cyberbullying is
an indirect form of bullying, it should be remembered that
risk factors present in the traditional bullies’ and victims’
social system are also risk factors for cyberbullying, al-
though cyberbullying also has its own more specific risk
factors (Bear et al. 2011). In terms of school climate, per-
ceived safety and the absence of problems at school impede
the emergence and consolidation of cyberbullying in rela-
tionships between classmates (Brand et al. 2003). Of the
personality-based factors, empathy is as a particularly im-
portant factor which is typically absent or deficient among
bullies (Jolliffe and Farrington 2004); it may also be lacking
among cyber-aggressors (Gini et al. 2007). Card and
Hodges (2008) found a lack of social skills/competence
among the victims of violent bullying, and this may also be
mirrored in cyberbullying (Gradinger et al. 2012).

Factors associated exclusively with cyberbullying include
lack of control over personal information made available
on the internet and the compulsive use of the internet,
which may lead to addiction and personality disorders
(Ybarra and Mitchell 2004) and increases the risk of ex-
posure to abuse via the internet (Dinev, Hart, and Mullen
2008). High-risk actions such as sharing passwords, talk-
ing to strangers, and uploading intimate information on
social networks make victims more vulnerable (Gradinger
et al. 2012; Hinduja and Patchin 2009). The disordered,
compulsive use of the internet or social networks also dis-
tances individuals from direct social relationships and
productive work or leisure time, leading to personality
disorders and increasing the possibilities of indulging in
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or becoming exposed to aggressive behavior (Ybarra and
Mitchell 2004).

2. Tackling Cyberbullying

Thirty years of psycho-educational research into bullying
have provided us with a wide range of preventive and pal-
liative resources for dealing with the phenomenon (Ttofi
and Farrington 2011), and much of this knowledge has
been found also to be valid when addressing cyberbullying
(Pearce et al. 2011). However, programs are needed that
are capable of combining bullying prevention procedures
of proven efficiency (Olweus 2012) with initiatives geared
towards the prevention of cyberbullying and its associated
contextual risks. And that is the aim of ConRed (Pro-
grama Conocer, Construir y Convivir en la Red, or the
Knowing, Building, and Living Together on the Internet
Program).

ConRed is an evidence-based intervention. Implemented
using the procedures described in successful anti-bullying
programs (Baldry and Farrington 2007; Olweus 2012;
Pearce et al. 2011; Ttofi and Farrington 2011), it focuses on
the cyberbullying risk factors mentioned above. ConRed is
based on the following previously successful strategies:

a) Proactive policies, procedures, and practices: the im-
plementation of clear policies with practical procedures
for reducing bullying (Ttofi and Farrington 2011) and
organizational support (Rigby and Slee 2008; Vreeman
and Carroll 2007). ConRed implements a specific action
plan to combat the risks involved in using the internet
and social networks, improving technical and procedur-
al skills with digital devices, and teaching how to use
ICTs safely and healthily.

b) School community key understandings and competencies:
the implementation of mechanisms which help to de-
velop skills for preventing, identifying, and reacting to
the problem (Baldry and Farrington 2007; Ttofi and
Farrington 2011). ConRed’s basic function is to instruct
schoolchildren, teachers, and parents and improve their
skills, to facilitate the safe, healthy use of the internet
and social networks. The program focuses mainly on
raising individuals” awareness and procedural skills in
digital communication, the aim being to improve stu-
dents’ online social competence.

m ijcv.org
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¢) Protective school environment: the provision of safe
spaces and facilities positively influences student be-
havior (Pearce et al. 2011; Ttofi and Farrington 2011).
ConRed helps schools to create safe, healthy virtual
communication environments for students, fomenting
in them a culture of mutual support, empathy with the
weakest, and better social relationships (including digi-
tal communication) between the three groups involved
in the school: students, teachers, and families.
School—family—community partnerships to promote co-
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operation between the school, the families, and the
leading local organizations through greater par-
ticipation, as a means of encouraging support and re-
ducing intimidating behavior (Hemphill et al. 2009;
Ttofi and Farrington 2011; Hong and Espelage 2008).
The ConRed program encourages cooperation between
the three groups — students, teachers, and families —
through joint activities, offering a virtual environment
where the school community can meet to discuss the
problems of bullying and cyberbullying (www.uco.es/
laecovi/conred).

3.The Theory of Cyber-Behavior Risk Analysis and the Educational Criteria
of the ConRed Program

The ConRed program embraces the theory of normative
social behavior (Rimal et al. 2005) that has been employed
in various action programs to modify juvenile attitudes
and behavioral patterns such as alcohol consumption (Bor-
sari and Carey 2000). This theory argues that human be-
havior and attitudes are heavily influenced by perceived
social conventions. Applying the theory of normative social
behavior to cyberbullying, adolescents may possibly see
much of their own online communication and exchanges
of information as quite normal and inevitable, without
being aware of the consequences of their conduct. Accord-
ing to Rimal and Real (2003), this influence of social con-
ventions on individual behavior takes place via three
mechanisms: a) injunctive norms; b) social expectations;
and ¢) group identity processes. The ConRed program
takes these three mechanisms into account, making them
part of the key training content in instructional work
sessions conducted with students. They thus become ma-
terial for debate among the schoolchildren. Laws which
regulate and sanction certain forms of conduct on the in-
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ternet and in social networks are analyzed, along with the
consequences of breaking them. With respect to ex-
pectations, defined as the perceived benefits and/or dis-
advantages of engaging in certain forms of conduct
(Bandura 1986), ConRed stresses the importance of critical
awareness regarding the compulsive use of the internet and
social networks, the naivety and mistakenness of believing
that one has total control over the personal information
uploaded to cyber-environments, and the negative con-
sequences of misusing language online. Finally, with regard
to group identity, defined as the unquestioning, uncritical
adoption of the peer group’s attitudes and conduct by an
individual (Tajfel 2010), ConRed engages adolescents in
debate about the morally devastating effects that may
ensue when an individual is attacked on the internet and/
or in social networks.

The ConRed program was designed and developed to pre-
vent cyberbullying by raising levels of technical, procedural,
and communications expertise and improving social skills in
virtual scenarios, especially the internet and social networks.
Although the approach was “holistic,” taking into consider-
ation all three social groups in the school community — stu-
dents, teachers and families —, the most important element
was the work carried out with the students, who received
eight training sessions conducted by external experts (the re-
searchers). The experts worked in collaboration with each
school’s school climate planning team for three months.

The work carried out with the students was aimed at:

a) Improving the schoolchildren’s ICT usage habits, es-
pecially those related to controlling personal information
as a form of reducing vulnerability; b) raising their aware-
ness of time spent using ICTs, especially excessive time de-
voted to internet activities, and the risk of addiction; and ¢)
analyzing the morally unjust, unhealthy nature of cy-
berbullying and the risks facing victims of abuse per-
petrated via digital devices.

The ConRed program concentrated on working directly
with the schoolchildren. Over a period of three months,
weekly contact was maintained with the participating
schools and eight classroom sessions were conducted (see
Table 1). These sessions were structured to form three

m ijcv.org
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units: a) The internet and social networks unit focused on
the importance of privacy and control over shared content
and processes and highlighted the negative consequences of
failing to control or establish safety measures in online
communication processes; b) In the unit on the benefits of
using the internet and social networks healthily and intelli-
gently, students were taught to improve their technical
skills, to prioritize prosocial spaces and practices, and to
exercise moral awareness and fairness by avoiding and re-
porting cyberbullying; ¢) The unit on dealing with the
problems that may arise if the internet and social networks
are used in a naive or malicious manner provided students
with strategies for addressing the problems associated with
inappropriate, irresponsible usage, with special attention
being paid to the prevention of cyberbullying and internet
addiction (abuse). Table 1 details the three conceptual units
covered in the eight sessions conducted with the students.
The same content was addressed in two sessions with the
teachers and in one session with the students’ families.

Table 1: ConRed teaching sessions

Session 1: What do the ICTs mean to you? And to people generally?
Session 2: How do you use social networks?

Session 3: Qur plan of action to became an expert

Session 4: How do | feel doing different activities on the internet?

Session 5: How can the internet help me and others? How can | help
others?

Session 6: What do we do on the internet and why it may be damaging?
Session 7: The advantages and disadvantages of social networks

Session 8: Reflection: quiz game for consolidating knowledge

The instructional stage with the students began by exploring
their preconceived ideas about the issues involved. A picture,
video, news item, or case description was then used to gen-
erate a debate, chaired and guided by one of the researchers.
The aim was to provoke cognitive conflict and sensitize the
participants to conceptual errors and false beliefs. The
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session ended with a personalized exercise on internet and

social network use which drew together what the students

had learned about internet practice. The results were pub-
lished in a manual (Ortega-Ruiz, Del Rey, and Casas 2012).

Concurrently with this direct intervention involving stu-

dents, teachers, and families, the ConRed program also im-

plemented an awareness-raising campaign, using materials
like leaflets, posters, stickers, bookmarks, etc., to support
the continuity of the measures being taken in the schools.
Simple, clear messages were presented, providing in-

formation about how to use the internet and social net-

works correctly and how to prevent the risks that may be

encountered if such resources are used inappropriately (see

Table 2).

Table 2: Advice for teachers and families in the ConRed awareness-raising

campaign

Advice for teachers

Advice for families

1. Make knowledge and command
of the potential of ICTs, internet
and social networks one of your
objectives.

2. Creating spaces for dialog and
engagement is crucial for bring-
ing the school closer to students
and avoiding alienating them.

3. Include the social climate in cy-
berspace part of your school cli-
mate project, because
relationships between students
are continued in social networks.

4. Adapt detection and deterrence
procedures to emerging problems
such as cyberbullying.

5. Ask for guidance if our inter-
vention is not having the desired
effect.

1.Teach your children to move
around on the internet in the
same way that you taught them
to move around in the street: to
be careful not to bump into any-
one or let anyone bump into
them.

2. Protect your children from harm-
ful elements on the internet just
as you taught them to protect
themselves against the cold, the
rain, and dangers in the street

3.Teach your children to be wary of
invitations and messages from
strangers. On the internet not all
friends are real friends.

4, Don't forget the keys. On social
networks the keys are the pass-
words. Teach your children how to
use them safely.

5. Help your son or daughter to
make their own decisions when
they are online, and not to be
swept along by what others do or
say
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4, ConRed Evaluation: Evidence of the Program’s Preventive Efficiency
4.1. Hypothesis

Our starting hypothesis was that after implementing
ConRed with the three groups (students, teachers, and
families) and carrying out the accompanying information
campaign, improvements would be seen in all three pro-
posed objectives.

4.2, Objectives

a) Improve perceived control over information on the in-
ternet and promote safety and privacy.

b) Promote healthy use of the internet and a reduction in
time dedicated to digital device usage, in order to pre-
vent possible overuse and addiction.

¢) Reduce involvement in cyberbullying, in all roles, by re-
ducing risk factors in order to create a greater sense of
safety at school.

5. Methodology

5.1. Participants

The sample comprised 893 students at secondary schools
in the city of Cordoba, Spain: 595 (45 percent female) in
the experimental group and 298 (47.6 percent female) in
the control group. The students’ ages ranged from 11 to 19
years (M =13.8; SD= 1.47).

5.2. Instruments

« The Perceived Information Control Scale (Dinev and
Hart 2004), comprising four Likert-type items with
seven answer options ranging from “totally disagree” to
“strongly agree” (o = .896).

+ Adaptation of the Internet-Related Experiences Ques-
tionnaire (CERI) (Beranuy et al. 2009), comprising ten
Likert-type items with four answer options (1 to 4) re-
flecting behavior frequency ranging from “never” to
“quite a lot.” This questionnaire has two scales: intraper-
sonal conflicts, covering aspects of substance abuse and
addictive/pathological gambling, and interpersonal con-
flicts, covering key elements in ICT-based interpersonal
relationships. Its reliability levels are acceptable (a total=
.78; a intrapersonal=.719; a interpersonal= .631).

¢+ The European Cyberbullying Intervention Project Ques-
tionnaire (ECIPQ) (Brighi et al. 2012a), comprising
twenty-two Likert scale items with five answer options for
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frequency ranging from never to more than once a week.
This questionnaire has two dimensions, cybervictimiz-
ation and cyberaggression, with good reliability levels (a
total= .87; a victimization= .80; a aggression= .88).

+ The European Bullying Intervention Project Ques-
tionnaire (ECIPQ) (Brighi et al. 2012b), comprising
fourteen Likert-type items with five answer options for
frequency ranging from “never” to “yes, more than once
a week.” This questionnaire has two scales, victimi-
zation and aggression, with acceptable reliability levels
(a total = .82; a victimization = .85; a aggression = .77).

+ The Basic Empathy Scale (Jolliffe and Farrington 2006),
comprising twenty Likert items with five answer options
reflecting level of agreement. This questionnaire has two
dimensions, cognitive empathy and affective empathy,
with acceptable reliability levels (a total =.70; a cog-
nitive=.79; a affective = .85).

« The School Climate Scale (Brand et al. 2003), in which
we used the Safety Problems subscale Likert items with
five answer options (6 items, a =.71).

5.3. Procedure

As mentioned above, ConRed is a holistic program similar
to those models which have proven successful in pre-
venting traditional bullying (Olweus 2012) and which were
already present in the schools in which it was im-
plemented. Three schools were chosen for the program.
Two of them were public schools (one with relatively high
socioeconomic indicators, the other less so). The third was
a private school. At each school a meeting was arranged
with management and the person in charge of improving
school climate (convivencia in Spanish) and the nature, ob-
jectives, and implementation conditions of the ConRed
program were explained. The three schools accepted the
conditions, the timetabling proposal, and the program
agenda. The program researchers also agreed with the
schools which classes would take part as the experimental
and control groups. The experimental group was larger at
the specific insistence of the managements of the par-
ticipating schools. The program was evaluated with a
quasi-experimental, ex post facto, longitudinal design, with
pre-post measurement, covering two groups (one experi-
mental and one quasi-control) (Montero and Ledn 2007).
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5.4. Analysis

To evaluate the impact of the program, repeated measures
general linear models or mixed repeated measures AN-
OVAS were applied. Homogeneity of covariance matrices
and covariance matrix sphericity, or multi-sample spheric-
ity requirements (Keselman and Keselman 1988; Hyunh
1978), were tested using Box’s M-test, which gave p > 0.05
in all cases except for the cyberbullying and bullying di-
mensions. As violence dimensions, these were corrected
using Friedman’s F-test. As an analysis strategy we chose

Tahle 3: Mean scores
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the repeated measures ANOVA because, when the univari-
ate conditions for the matrix are satisfied, as in this case,
this technique is stronger and more powerful than other
analyses in longitudinal studies (Albert 1999; Rogan, Kesel-
man, and Mendoza 1979).

6. Results
The mean scores obtained highlight the differences be-

tween the experimental group and the control group (see
Table 3).

Experimental group (n=595)

Control group (n=296)

Pre-test Post-test Pre-test Post-test

M (SD) M (SD) M (SD) M (SD)
Information control 5.51 (1.630) 5.01 (1.961) 5.25 (1.860) 5.33(1.793)
Addiction to internet 1.18 (0.641) 1.16 (0.687) 1.19 (0.596) 1.18 (0.625)
Intrapersonal addiction 0.90 (0.687) 0.94 (0.725) 0.92 (0.658) 0.93 (0.698)
Interpersonal addiction 1.45(0.713) 1.39 (0.727) 1.46 (0.699) 1.45 (0.683)
Cyberbullying 0.09 (0.196) 0.07 (0.165) 0.11(0.313) 0.11 (0.285)
Aggressor cyberbullying 0.06 (0.220) 0.05 (0.147) 0.09 (0.272) 0.09 (0.304)
Victim cyberbullying 0.12 (0.262) 0.08 (0.258) 0.14(0.277) 0.14 (0.341)
Bullying 0.37 (0.430) 0.24 (0.317) 0.34 (0.401) 0.30 (0.397)
Aggressor bullying 0.25 (0.398) 0.18 (0.306) 0.22 (0.353) 0.19 (0.290)
Victim bullying 0.50 (0.641) 0.32 (0.463) 0.49 (0.645) 0.42 (0.657)
Empathy 1.84 (0.370) 1.85 (0.350) 1.88 (0.418) 1.89 (0.344)
Cognitive empathy 2.19 (0.467) 2.16 (0.439) 2.21 (0.464) 2.22 (0.397)
Affective empathy 1.53 (0.460) 1.57 (0.486) 1.63 (0.508) 1.61 (0.448)
Safety problem 0.31(0.409) 0.28 (0.403) 0.31(0.439) 0.30 (0.400)

The mixed model analysis of repeated measurement vari-
ables (see Table 4) shows that for both boys and girls per-
ception of control over information was significantly lower
in the experimental group than in the control group (F=
10.320 df=1. p<.01* d =0.278). Among boys, there was a sig-
nificant drop in internet addiction (F= 4.353 df=1. p<.05* d
= 0.1), especially interpersonal internet addiction (F= 4.708
df=1. p<.05* d = 0.126). The level of cyberbullying also
dropped significantly (F=6.695 df=1. p<.01* d = 0.2), with
regard both to aggression (F=6.047 df=1. p<.05* d=0.5)
and victimization (F=5.530 df=1. p<.05* d = 0.154), as did
that of traditional bullying (F=7.859 df=1.p <.01* d =

0.348). Statistical testing showed that these changes occurred
principally in the aggression scale corresponding to boys
(versus girls) (F=11.940 df=1. p<.01* d = 0.243) and in vic-
timization among both boys and girls (F=6.571 df=1.
p<.05* d=0.326), although there was a much more marked
drop among boys (F=8.131 df=1. p<.01* d =0.433). With re-
gard to empathy there was a significant increase in affective
empathy (F=3.953 df=1. p<.05* d = -0.085), this change
being more noticeable among girls (F= 17.822 df=1. p<.01*
d=-0.2). The level of perception of safety problems was sig-
nificantly lower among boys than it was for girls (F=8.545
df=1. p<.01* d=0.221).
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Table 4: Repeated measurement ANOVA
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Group F (Anova index) P F (Anova Index) P
Pre Post Pre Post
Information  Experimental 5.51 5.01 10.320 0.001* d5.39 5.01 0.857 0.355
control @5.66 5.28
Control 5.25 5.33 d5.33 5.29
@5.16 5.38
Addictionto  Experimental 1.18 1.16 0.002 0.968 gl 1.07 4.353 0.037*
internet @1.27 1.29
Control 1.19 1.18 g1.22 1.16
@1.15 1.19
Intrapersonal  Experimental 0.90 0.94 0.087 0.768 30.81 0.85 0.010 0.921
addiction @1.02 1.07
Control 0.92 0.93 g0.94 0.95
20.89 0.90
Interpersonal  Experimental 1.45 1.39 2.361 0.125 d1.38 1.29 4,708 0.030*
addiction @1.54 151
Control 1.46 1.45 g147 1.41
Q?1.44 1.50
Cyberbullying  Experimental 0.09 0.07 6.695 0.010* ¢0.10 0.07 0.525 0.469
20.08 0.06
Control 0.11 0.11 g0.11 0.14
Q0.11 0.08
Aggressor Experimental 0.06 0.05 6.047 0.014* 50.08 0.06 0.345 0.557
cyberbullying ?0.05 0.04
Control 0.09 0.09 g0.10 0.12
20.08 0.06
Victim Experimental 0.12 0.08 5.530 0.019* d0.13 0.08 0.151 0.698
cyberbullying Q0.11 0.09
Control 0.14 0.14 g0.13 0.16
?0.14 0.11
Bullying Experimental 0.37 0.24 7.859 0.005* g0.42 0.25 15.005 0.000*
20.29 0.23
Control 0.34 0.30 d0.33 0.36
?0.34 0.25
Aggressor Experimental 0.25 0.18 0.022 0.882 g0.31 0.21 11.940 0.001*
bullying ?0.18 0.13
Control 0.22 0.19 g0.24 0.23
20.20 0.15
Victim bullying  Experimental 0.50 0.32 6.571 0.011* d0.55 0.31 8.131 0.004*
?0.45 0.33
Control 0.49 0.42 c0.49 0.48
?0.48 0.36
Empathy Experimental 1.84 1.85 1.287 0.257 g1.81 1.77 0.030 0.673
?1.88 1.94
Control 1.88 1.89 g1.84 1.84
?@1.93 1.94
Cognitive Experimental 2.19 2.16 0.911 0.340 d2.20 2.10 0.024 0.878
empathy @219 2.24
Control 221 222 g2.18 2.10
@224 2.26
Affective Experimental 1.53 1.57 3.953 0.047* g151 1.51 17.822 0.000*
empathy @1.57 1.66
Control 1.63 1.61 d1.55 1.53
Q1M 1.70
Safety problem Experimental 0.31 0.28 0.081 0.775 50.34 0.31 8.545 0.004*
Q0.27 0.26
Control 0.31 0.30 g0.35 0.35
20.26 0.24
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7. Discussion and Conclusions

The ConRed program produced positive results with re-
gard to the three main objectives: the experimental group
showed a noticeable global improvement both in com-
parison with the control group and in the pre-post
measurement. With regard to the first objective, there was a
significant decrease in perception of control over personal
information on the internet and in social networks. We in-
terpret this as an increase in awareness of the risks that may
affect personal information and of the need to enhance
safety measures to protect private content made available
on the internet. Given that all the information displayed on
the internet has effects on the construction of adolescents’
personal identity (Nosko, Wood, and Molema 2010) there
is a need to control it. Therefore, the above-mentioned de-
crease can be identified as a better-adjusted adolescent per-
ception of the real control they have over their personal
information on the internet which, in turn, can be ident-
ified as a greater awareness of situations of potential inse-
curity.

With regard to the second objective, that of training for
healthier online behavior, the decrease in addiction-related
problems differed between boys and girls. Among boys,
there was a significant decrease in the need to be online in-
teracting with others on social networks (interpersonal ad-
diction), whereas the girls maintained higher levels of
frequency of online communication with others and their
behavior was not significantly modified by ConRed. Simi-
lar results have been obtained in other studies. For
example, Echeburua and Corral (2009) and Ruiz-Olivares,
Lucena, Pino, and Herruzo (2010) describe how girls are
more likely to develop a certain level of addiction to online
activity in the fields of communication and social network-
ing. More work therefore seems to be necessary to achieve
this objective among the female population.

The drop in cyberbullying, in terms of both aggression and
victimization, proves that ConRed successfully achieved
objective three. Levels of involvement in both roles de-
creased, and we consider this a major success of the pro-
gram: other equally ecological programs encompassing all
the agents involved have not altered the frequency with
which schoolchildren play the role of aggressor, although
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they have brought about a decrease in the number of those
involved as victims (Ttofi and Farrington 2011). The de-
crease in offensive behavior and, by extension, in the
number of schoolchildren who describe themselves as on-
line bullies, may be explained by the training the children
have received and the awareness-raising concerning the
moral implications of aggressive or offensive content in so-
cial network communication. Raising awareness of the
harm that can be caused to others by content manipu-
lation, offensive language, social exclusion, threats, etc. has
proved to be one of ConRed’s most interesting achiev-
ements. The program was designed specifically to prevent
teenagers from perpetuating the old problem of traditional
bullying, which actually decreases during the years of ado-
lescence, in the new online environment. The evaluation
shows that risk awareness and the training of teachers and
parents to monitor and guide youth behavior reduce high
risk conduct, induce the taking of precautionary measures,
and encourage protective attitudes in online activity. This
is important because it offers victims a way out of their iso-
lation, helping them to feel supported by influential adults
and better able to handle cases of gratuitous and some-
times cruel aggression (Hunter and Boyle 2004). This inter-
pretation is reinforced by the changes observed in
ConRed’s empathy measurements, with increases in feel-
ings of understanding, recognition, and affection towards
cyberbullying victims.

ConRed produced gender-differentiated benefits: among
boys, bullying dropped in terms of both aggression and
victimization, but that was not the case with girls involved
as aggressors. In contrast, affective empathy rose sig-
nificantly among girls but not among boys. That is to say,
after the ConRed program had been implemented per-
ception of school climate was seen to have changed as in-
tended, but there are a number of sex-related
considerations which require further attention. The same
thing happened with perception of safety: the boys now
feel their school is safer, but the girls do not.

Although the overall evaluation of ConRed as an action
program was positive with regard to its proposed objec-
tives, attention must be drawn to some limitations: since
the program was implemented by the researchers them-
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selves working directly with schoolchildren, teachers, and
families, ConRed still lacks a mechanism by which respon-
sibility for training can be transferred to the members of
the school community. This would give education agents
the autonomy to directly implement the program them-
selves. The main limitation of the research design was that
the experimental and control groups came from the same
schools, with the consequent risk of contamination. We
fully acknowledge this limitation and the risks it implies for
achieving a greater level of homogeneity and comparability
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